


[INSTITUTION NAME]
Cybersecurity Incident Response Plan
TEMPLATE
Version [X.X]
	TEMPLATE INSTRUCTIONS
This is a template document. All text in [BRACKETS] must be replaced with your institution-specific information. Instruction boxes like this one should be deleted from the final document.
Before proceeding:
1. Review the complete document to understand all sections.
1. Consult with legal counsel, IT leadership, and senior management.
1. Gather all required information before editing (see Customization Checklist at end)
1. Ensure compliance with federal, state, and local regulations.
1. Delete all instruction boxes and bracketed placeholders when complete




Introduction
This document sets forth the plan [INSTITUTION NAME] has implemented to identify, qualify, respond to, and recover from information security incidents. This Cybersecurity Incident Response Plan (CIRP) charts the Technical Incident Response Team (TIRT) with providing continuous, coordinated security incident response throughout [INSTITUTION NAME]'s environment and infrastructure. This plan is in accordance with [APPLICABLE STANDARDS/REGULATIONS].	Comment by Borden, Richard: Redo the naming convention to align with other common conventions 
NOTE: This CIRP is intended for use with cybersecurity incidents and does not supersede [INSTITUTION NAME]'s Emergency Response Plan.
	CUSTOMIZATION REQUIRED - Introduction
Replace the following:
1. [INSTITUTION NAME] - Your college/university name
1. [APPLICABLE STANDARDS/REGULATIONS] - e.g., 'NIST SP 800-61 Rev 2' or state/system requirements
1. Update the NOTE if your institution has specific emergency plans to reference


Scope
This CIRP applies to [INSTITUTION NAME]'s network infrastructures, systems, and devices that are supported by either internal teams or third-party providers. The CIRP outlines the actions taken to address security incidents throughout these infrastructures.
This CIRP specifically covers:
1. [LIST SPECIFIC SYSTEMS - e.g., Enterprise applications, Student information systems]
1. [NETWORK INFRASTRUCTURE - e.g., Campus wired/wireless networks, VPN systems]
1. [ENDPOINT DEVICES - e.g., Faculty/staff workstations, lab computers]
1. [THIRD-PARTY SERVICES - e.g., Cloud-hosted services, SaaS applications]
1. [AFFLIATE ORGANIZATIONS – e.g., Student Faculty Associations, Campus Housing Corps]
	CUSTOMIZATION REQUIRED - Scope
Define what is covered by this plan:
1. List all systems and infrastructure necessary for the campus to execute normal business operations under IT management.
1. Specify if this covers satellite campuses, research facilities, etc.
1. Clarify relationship to departmental IT (if applicable)
1. Note any exclusions (e.g., research networks with separate plans)




Confidentiality
During the response to a security incident, the TIRT may have access to confidential materials within the institution's environment that are not normally accessible to its members. Individuals on the TIRT will not disseminate, discuss, or otherwise disclose confidential material outside of the response to a security incident.
Assignment of Culpability
It is not the role of the TIRT to assign specific blame on an employee or student. While it is important to understand the root cause of an incident, the TIRT will make no efforts during an incident to hold a specific individual or group accountable for any underlying actions.
Any and all disciplinary actions are to be addressed exclusively by Human Resources, [STUDENT AFFAIRS/DEAN OF STUDENTS], and/or General Counsel.
Definitions
Security Breach: An event in which protected information is exposed to or has been accessed or acquired by an unauthorized entity or individual.
Security Event: Any observable occurrence which is relevant to information security. For example, an individual receiving a phishing email is a security event.
Security Incident: An event in which an unauthorized party impacts the confidentiality, integrity, or availability of information systems, processes, or operations.
TIRT (Technical Incident Response Team): Team of departments/business areas executing the Cybersecurity Incident Response Plan; The Incident Controller identifies required advisors that will be formally included into the TIRT on a per-incident basis.
Event Triage: The activity was observed or reported security events are evaluated by IT staff to validate the security event and prepare supporting information for the TIRT to determine whether the event should be escalated and designated as a security incident.
Detection and Analysis: Ensures the TIRT has accurate and timely information to implement mitigating actions to contain, eradicate, and recover from the security incident while minimizing impact.
Containment, Eradication, and Recovery: Remediates threats within the environment, recovers from the security incident, and resumes normal business operations.
Closure: Documentation of the security incident, preservation, or release of evidence, and formally closing the security incident ensures the incident response process is complete and can be referenced in future incidents.
Roles and Responsibilities
Primary Incident Response Team (PIRT)
	Name
	Title
	TIRT Role

	[NAME]
	[TITLE - e.g., CIO, CTO, CISO]
	Technology Lead

	[NAME]
	[TITLE - e.g., CIO, CTO, CISO]
	Governance Lead

	[NAME]
	[TITLE - e.g., Director of Networking, System Administrator Manager, Security Analyst, EDR Primary Analyst, etc.]
	PIRT Member

	[NAME]
	[TITLE]
	PIRT Member

	[NAME]
	[TITLE]
	PIRT Member

	[ADD MORE ROWS AS NEEDED]
	
	

	CUSTOMIZATION REQUIRED - PIRT Members
Identify your PIRT members:
1. Governance Lead (Note may not be applicable or necessary for your campus): Usually CISO or CIO
1. Incident Controller: Usually CTO,CISO, IT Director, or senior technical leader
1. TIRT Members: Key IT managers (networking, systems, applications, security)
For smaller institutions: Roles may be combined or shared. Document who covers each function.

Additional Guidance:  TIRT team serves as the primary technical response experts. It is recommended that the team consist primarily of senior staff and unit managers to ensure high-level expertise and decision-making capability. Common roles that typically comprise this team include: Senior Network and System Administrator managers or senior staff, chief information officers, information security officers, database administrators. 


Add or remove table rows as needed to match your team size.


The TIRT is responsible for:
1. Security event triage and assessment
1. Incident designation and escalation
1. Identification of incident-specific subject matter expert advisors
1. Notification of senior management
1. Immediate containment actions and activation of external resources
1. Routine updates of incident status and next steps
1. Management and oversight of incident eradication, recovery, and closure stages
1. Development of a comprehensive after-action report with recommendations
Governance Lead (Dependent on Institutional Size or Governance Structure)
[NAME] is the Governance Lead responsible for ensuring that the incident response process adheres to regulatory requirements, internal policies, procedures, and industry best practices. The Governance Lead routinely communicates with senior management, aligning incident response activities with senior management directives and strategic objectives.
The responsibilities of the Governance Lead include, but are not limited to:
1. Ensuring compliance with relevant laws, regulations, and institutional policies throughout the incident response process
1. Maintaining comprehensive documentation of all incident-related activities, decisions, and communications
1. Coordinating with legal counsel to address any legal implications or requirements arising from the incident
1. Ensuring that senior management is regularly informed of incident status, potential impacts, and required decisions.
1. Coordinating the creation and delivery of any required incident reports to stakeholders, regulators, or affected parties.
1. Facilitating communication between the incident response team and senior management to ensure mutual understanding of priorities and expectations
Incident Controller
[NAME] is the Incident Controller acting as the primary technical decision-maker and coordinator for the institutional response to a security incident.
The Incident Controller makes institutional-based technology and response-related decisions. The responsibilities include, but are not limited to:
1. Management of the TIRT
1. Primary communications interface for executive and board-level communications.
1. Provides principal oversight and direction to external third parties contracted to assist in targeted response areas.
	CUSTOMIZATION REQUIRED – Team Leads and Role Sharing

Institutions are not required to differentiate the Governance Lead and Incident Controller roles. Many institutions, particularly smaller campuses, effectively combine these responsibilities into a single incident leadership position. However, thoughtful consideration of role separation can significantly improve incident response effectiveness at institutions with complex governance structures, regulatory obligations, or significant operational scale. 

Additional Guidance: 
Determination of creating separating roles should be based on size and personnel available. For example, if your campus has over 5,000 enrollment or multi-campus operations, and two qualified senior leaders available, separation distributes cognitive load, optimizes expertise (technical depth vs. regulatory fluency), and provides checks and balances between containment urgency and compliance requirements. Consolidate to a single role for smaller institutions with straightforward governance, limited senior leadership capacity, or lower-severity incidents where coordination overhead would slow critical decisions. 


1. Decision-maker or advisor on institution-wide impacting actions
1. Central point of contact for internal and external resources responding to a security incident.

Executive Leadership and Continuity of Operations Team
In addition to IT and cybersecurity personnel, executive leadership and senior staff may be required to make institution-wide decisions about risk, impact to operations, legal response, and communications.
	Name and title
	Functional Role

	[NAME], [TITLE - e.g., President/Chancellor]
	Executive Decision Authority

	[NAME], [TITLE - e.g., CFO/VP Finance]
	Financial Impact Assessment

	[NAME], [TITLE - e.g., General Counsel]
	Legal Compliance and Liability

	[NAME], [TITLE - e.g., Communications Director]
	Public Relations and Crisis Communication

	[NAME], [TITLE - e.g., HR Director]
	Human Resources and Personnel Matters

	[ADD MORE ROWS AS NEEDED]
	

	CUSTOMIZATION REQUIRED - Executive Team
Include key decision-makers:
1. President/Chancellor or designee
1. Legal counsel (internal or external)
1. Communications/PR leadership
1. Finance/business operations.
1. Human Resources
1. Others as appropriate (e.g., Student Affairs, Research, Facilities)

Additional Guidance: The Continuity of Operations Team should include key stakeholders from across the institution responsible for maintaining critical functions, managing communications, and addressing legal, financial, and reputational aspects of incidents. Suggested Executive leadership and Continuity of Operations team include: 
1. Management of legal risks, including compliance with reporting requirements, regulatory obligations, and potential litigation considerations Assessment of service and business impact to determine critical function priorities and resource allocation (Item h)
2. Development and execution of communication strategy for internal and external stakeholders, including students, faculty, staff, media, and regulatory bodies (Item i)
3. Procurement, management, and onboarding of external incident response experts when specialized assistance is required (Item j)
4. Facilitation of emergent procurement and contracting processes to obtain necessary resources during incident response (Item k)
5. Coordination with internal stakeholders to manage disruptions to academic and administrative operations (Item l)
6. Oversight and facilitation of business continuity during incident recovery and the restoration of normal operations (Item m)
7. Implementation of measures to minimize incident impact on students and educational environments, including alternative service delivery methods when necessary (Item n)
8. Coordination of post-incident communications, reputation management, and stakeholder reassurance




Third-Party Resources
Cyber Breach Insurance Provider 
[INSTITUTION NAME] are required to notify Cyber breach insurance providers within 72 hours of incident discovery. For moderate to severe incidents where the institution will require DFIR and or Legal and Notification services the following individuals are authorized to notify the provider and activate policy resources include: 
	Name
	Title
	Authorization Authority

	
	
	

	
	
	



Provider: [INSURANCE COMPANY NAME]
Policy Number: [POLICY NUMBER]
Incident Hotline: [XXX-XXX-XXXX]
Email: [XXXXXX@breachinsurance.com]

	CUSTOMIZATION REQUIRED - Third-Party Resources

Verify and include any specific requirements or details pertinent to activation of the cyber breach insurance policy. Must include who is authorized to activate the policy and what their level of authority is, specifically do they have the power to notify the insurer of an incident, power to select a DFIR vendor or Legal and Notification services provider, plan should reference how a DFIR vendor is selected. 

Additional Guidance:  
If possible collaborate with cyber insurance provider ahead of time to understand what steps and protocols will be if an incident where to occur and identify the primary and secondary choice vendors from the providers panel you would want to engage as a DFIR and Legal services vendors.

Identify external resources:
1. DFIR vendors: Pre-vetted through procurement or cyber insurance
1. Legal counsel: External law firm specializing in cyber incidents.
1. Breach notification services: Mass notification vendor if applicable
If not pre-selected: Document criteria for vendor selection during incident


Consider Adding
Digital Forensics and Incident Response (DFIR) Firm
[INSTITUTION NAME] may engage a third-party DFIR vendor to provide expert assistance in cybersecurity incidents. These vendors offer rapid response capabilities, advanced forensic analysis, and incident containment and remediation services.
Preferred DFIR Vendor:
1. Company: [VENDOR NAME or 'To be determined based on incident needs']
1. Contact: [24/7 HOTLINE NUMBER]
1. Email: [EMAIL ADDRESS]
1. Account Manager: [NAME and CONTACT INFO]
Legal and Notification Services
The Legal and Notification Services provider is a specialized third-party vendor contracted to offer expert legal counsel and breach notification assistance in the event of a cybersecurity incident.
Legal Services Provider:
1. Firm: [LAW FIRM NAME]
1. Contact: [PHONE NUMBER]
1. Email: [EMAIL ADDRESS]


Plan Steps
This incident response plan follows a structured seven-step process aligned with industry’s best practices:
Step 1: Detection
Goals:
1. Enhance and maintain robust security event detection capabilities.
1. Accurately identify and scope affected assets.
1. Establish a comprehensive event record.

Security Event Detection
Security events are identified through human observation or automated system alerts. All [INSTITUTION NAME] personnel must immediately report potential or actual security events to [HELPDESK/IT DEPARTMENT].

Reporting Channels:
1. Incident Portal: [URL TO TICKETING SYSTEM]
1. Email: [SECURITY EMAIL ADDRESS]
1. Phone: [IT HELPDESK NUMBER]

Alert Sources Matrix

	Alert Source
	Individual/Team Responsible
	Escalate To

	SIEM Platform
	[Security Operations Team/Name]
	[TIRT Member - Security Lead]

	Endpoint Detection & Response (EDR)
	[Security Operations Team/Name]
	[TIRT Member - Security Lead]

	Firewall Alerts
	[Network Team Lead/Name]
	[TIRT Member - Network Lead]

	Intrusion Detection/Prevention System (IDS/IPS)
	[Network Team Lead/Name]
	[TIRT Member - Network Lead]

	Email Security Gateway
	[Email Administrator/Name]
	[TIRT Member - IT Services Lead]

	Antivirus/Anti-Malware
	[Systems Administrator/Name]
	[TIRT Member - IT Services Lead]

	Web Application Firewall (WAF)
	[Application Team Lead/Name]
	[TIRT Member - Applications Lead]

	Data Loss Prevention (DLP)
	[Security Operations Team/Name]
	[TIRT Member - Security Lead]

	Cloud Security Alerts (Azure/AWS/Google)
	[Cloud Administrator/Name]
	[TIRT Member - Infrastructure Lead]

	Vulnerability Scanner
	[Security Operations Team/Name]
	[TIRT Member - Security Lead]

	Network Monitoring Tools
	[Network Operations Team/Name]
	[TIRT Member - Network Lead]

	User-Reported (Ticketing System)
	[Helpdesk/Service Desk]
	[TIRT Member - IT Services Lead]

	User-Reported (Email)
	[Security Email Monitor/Name]
	[TIRT Member - Security Lead]

	User-Reported (Phone)
	[Helpdesk/Service Desk]
	[TIRT Member - IT Services Lead]

	Backup System Alerts
	[Backup Administrator/Name]
	[TIRT Member - Infrastructure Lead]

	Identity & Access Management (IAM)
	[Identity Management Team/Name]
	[TIRT Member - Security Lead]

	Third-Party Security Notifications
	[Vendor Management/Name]
	[Governance Lead]




	[bookmark: _Hlk215656028]CUSTOMIZATION REQUIRED - Detection
Document your detection mechanisms:
1. Security monitoring tools (SIEM, IDS/IPS, EDR, etc.)
1. Reporting channels for users to report incidents.
1. Who monitors alerts and their escalation process?
1. Initial triage procedures (who evaluates, what information is collected)

Additional Guidance: 
Institution should maintain comprehensive documentation of all security event detection mechanisms and incident reporting channels. This includes identifying all security monitoring tools deployed (such as SIEM, IDS/IPS, EDR, firewall management systems, and log aggregation platforms), their coverage scope, and alert thresholds. Document all channels through which users can report security events, including ticketing systems, email addresses, phone numbers, and web portals. Clearly identify which personnel or teams are responsible for monitoring each tool, their availability schedules (24/7 monitoring vs. business hours), and the escalation pathways when alerts are generated or reports are received.

Initial triage procedures should be documented to ensure consistent event evaluation. Specify which IT staff or [TIRT Members] are responsible for validating reported events, what information must be collected during initial assessment (affected systems, user accounts, timeframes, observed indicators), and the criteria used to escalate events to the full [TIRT/Incident Response Team]. All detection and monitoring documentation should be maintained as Attachment A: Detection and Monitoring Procedures to this plan, reviewed quarterly, and updated whenever tools, personnel, or processes change. This attachment ensures responders have immediate access to current contact information, tool access credentials, and procedural guidance during active incidents.



Step 2: Event Triage and Incident Designation
Goals:
1. Conduct comprehensive analysis of security event data.
1. Assess potential impact across multiple domains.
1. Determine data compromise status.
1. Make an informed incident designation decision.
1. Initiate formal incident response procedures.
Scope and Impact Qualification
After security event verification, IT staff must evaluate scope and impact:
Scope Qualification:
1. High: Multiple locations, networks, and/or individuals impacted
1. Medium: Multiple systems or individuals within the same location or network
1. Low: Single system or individual impact
1. None: No evidence of system, location, or individual impact
Impact Qualification:
1. High: Imminent risk or evidence of significant reputational, legal, operational, or monetary loss
1. Medium: Imminent risk or evidence of moderate loss
1. Low: Imminent risk or evidence of limited loss
1. None: No imminent risk or evidence of loss
Incident Designation
Once the security event has been triaged, TIRT members will meet virtually via [COMMUNICATION PLATFORM] to review known event details and determine whether the security event should be designated as an incident. If designated as a security incident, TIRT will activate the incident response plan.

	CUSTOMIZATION REQUIRED - Detection

Incident severity and categorization are essential for consistent incident evaluation, resource allocation, and prioritization. These classifications guide decision-making, communication, and escalation processes. Initial severity and category assignments are made by the first responder or incident handler upon incident detection. The Incident controller validates or adjusts these ratings with input from the IR team within the first two hours of the response. The severity and categorization designations are reevaluated on an iterative basis throughout the incident lifecycle ensuring the response remains accurately scaled to the nature of the incident. 

Additional Guidance: 
Institutions are encouraged to develop additional internal severity classifications or subcategories that align with their specific operational needs and risk profile. However, if the campus has not yet developed such classifications it is recommended institutions adopt the adapted CISA National Cyber Incident Scoring System (NCISS) classification framework. 

SUNY Incident Severity Levels:
	Severity Level
	General Definition
	Incident Categorization
	SUNY CISO Notification Required

	High
	Substantial to catastrophic impact to operations, impeding the institution's ability to deliver critical services or perform essential functions. Multiple user groups affected with unknown recoverability timeline. Large volumes of protected or sensitive data at risk or exposed.
	Significant Incident
	YES - Immediate

	Medium
	Moderate impact on operations affecting the institution's ability to deliver some services or perform certain functions. Limited user groups affected with expected recovery within days to weeks. Protected or sensitive data at risk or exposed.
	Significant Incident
	YES - Within 24 hours

	Low
	Minimal to no impact on operations. Institutions’ ability to deliver services and perform essential functions remains largely unaffected. Few or no user groups impacted with quick recovery expected (within days).
	Routine Incident
	NO (unless otherwise required)







Step 3: Containment
Goals:
1. Mitigate the incident's impact and prevent further spread.
1. Communicate business impact and key decisions to senior executives.
1. Mobilize and allocate resources for comprehensive response.
Containment Strategy
The TIRT will direct IT staff to initiate containment, which may include:
1. Disable Compromised Accounts: Immediately disable user accounts exhibiting indicators of compromise, force password reset and rotate applicable cryptographic keys.
1. Apply Network Controls: Implement firewall rules and ACL modifications to block malicious traffic and restrict access to critical segments.
1. Isolate Affected Systems: Remove compromised machines from the network without shutting them down, migrating them to a quarantined segment.
1. Initiate Failover Services: If necessary, redirect critical systems to back up infrastructure to maintain business continuity

	CUSTOMIZATION REQUIRED - Containment

Document your containment capabilities:
1. Network segmentation capabilities and procedures.
1. Account disablement workflows.
1. Backup/failover sites and activation procedures
1. Decision authority for network-wide actions

Additional Guidance: 
Although each incident is different and unique there are certain specific actions or task that frequently have to be executed. While it may not be possible to identify and draft response procedures for every possible containment action, four common containment actions institutions should consider drafting specific procedures due to their frequency and necessity when containing moderate to significant incidents as described below: 

Network Segmentation and Isolation Procedures
· VLAN isolation procedures: Specific commands, access requirements, and tools needed to move systems to quarantine VLANs. 
· Firewall rule implementation: Who has authority to implement emergency ACLs, what approval is needed, and how quickly rules can be deployed. 
· Network diagram reference: Location of your current network segmentation map showing critical systems, demilitarized zones (DMZs), and administrative networks. 
· Quarantine network specifications: IP ranges, access restrictions, and monitoring capabilities for your isolated/quarantine network segment.

Account Disablement Workflows
Provide clear, role-specific procedures for rapidly disabling compromised accounts. Critical elements include:
· Authority and approval: Who can authorize mass account disablement vs. single account actions (e.g., helpdesk can disable individual accounts; PIRT member required for department-wide disablement)
· Privileged account procedures: Specific steps for disabling administrator, service, and system accounts, including dependencies and potential service impacts.
· Password reset processes: Bulk password reset capabilities, communication templates for affected users, and re-enablement criteria.
· Access to account management tools: System names, URLs, credentials storage location (password vault), and after-hours access procedures

Backup and Failover Activation
Document backup infrastructure and failover procedures with sufficient detail for immediate activation. Essential information:
· Backup/failover site locations: Physical and logical locations of alternate infrastructure (on-premises data centers, cloud regions, disaster recovery sites)
· Activation procedures: Step-by-step technical procedures for failing over critical systems, including estimated timeframe for each service.
· Critical systems inventory: Prioritized list of systems with RPO/RTO requirements, failover capabilities, and known limitations.
· Testing and validation: When failover systems were last tested, known issues, and validation steps to confirm successful failover.
· Dependencies and prerequisites: Network connectivity requirements, DNS changes, authentication dependencies, and user communication needs

Decision Authority Matrix
Clearly define who has authority to execute various containment actions to avoid delays during critical response activities:
· Network-wide actions (shutting down entire network segments, blocking internet access): [Incident Controller] with notification to [CIO/President]
· Critical system isolation (taking production servers offline, disabling key applications): [Incident Controller] or [TIRT Technical Lead]
· Mass account disablement (department-wide or larger): [Incident Controller] with notification to [Governance Lead]
· Failover activation (switching to backup infrastructure): [Incident Controller] or [CTO/Infrastructure Lead]
· Individual account/system actions: [Designated TIRT Member] for affected area
· After-hours emergency actions: [On-call TIRT member] with immediate notification to [Incident Controller]





Step 4: Incident Analysis and Evidence Collection
Goals:
1. Integrate and coordinate with third-party DFIR firm (if engaged)
1. Initiate and maintain rigorous evidence collection process.
1. Conduct in-depth analysis of collected data.
1. Facilitate collaboration between internal and external teams.
For medium and high impact incidents where engagement of a third-party DFIR firm is deemed necessary, TIRT will direct IT staff to begin collecting relevant data sources into a centralized repository in [LOCATION - e.g., dedicated Teams channel, secure file system].

Step 5: Containment Verification and Eradication
Goals:
1. Verify and reinforce incident containment.
1. Eliminate all traces of the threat actor's presence.
1. Conduct comprehensive scope validation.
1. Implement and validate security enhancements.
TIRT will collaborate with DFIR experts (if engaged) to verify incident containment was successful. The team will confirm the last known clean backup prior to compromise and eradicate threats from the environment.

	CUSTOMIZATION REQUIRED - Detection

This phase confirms the threat is fully contained and all malicious presence is eliminated before recovery begins. Rushing this step often results in reinfection. Document your institution's approach to validating containment and systematically removing threats.

Additional Guidance: 
Institutions are encouraged to develop additional procedures for containment verification consider how your campus would confirm malware eradication including:
· Observation period: Duration for monitoring the environment for continued adversary activity (typically 24-72 hours)
· IOC scanning: Methods for scanning the entire environment for all identified indicators of compromise.
· Monitoring focus areas: Network traffic for C2 communications, authentication logs for unauthorized access, systems for persistence mechanisms (scheduled tasks, services, registry keys)
· Validation tools: List tools used for verification (EDR, network monitors, vulnerability scanners)
· Success criteria: Clear definition of successful containment (e.g., no IOC detections for 48 hours, no anomalous activity)

How are Clean Backups Identified
· Backup inventory: List of all backup systems, retention periods, and what they cover.
· Timeline determination: Process for establishing the earliest compromise date (work with DFIR team)
· Clean backup selection: Procedures for identifying the last clean backup before compromise.
· Backup testing: Methods for validating backup integrity (restore to isolated environment, scan for infections)
· Access procedures: How to access and restore backups, including credentials and technical steps
· Alternative options: What to do if clean backups are unavailable (rebuilt from gold images, restore from off-site copies)

Scope Validation
· Asset discovery: Methods for identifying all systems, including unmanaged devices and shadow IT.
· Comprehensive IOC search: Procedures for searching entire environment for all IOCs, not just initially identified systems.
· Lateral movement review: Examine authentication logs and file shares to find all systems the adversary accessed.
· Extended scanning: Include systems not regularly connected (backup servers, archived systems, development environments)






Step 6: Recovery
Goals:
1. Establish a secure staging environment.
1. Rebuild and harden affected systems.
1. Implement enhanced monitoring and response capabilities.
1. Validate system integrity and functionality.
1. Orchestrates phased return to production.
TIRT will direct IT staff to establish a clean, isolated environment separate from quarantined systems. Systems will be rebuilt and tested before reintegration into the production environment. Enhanced monitoring will continue to watch for similar indicators of compromise.

Step 7: Incident Closure and Lessons Learned
Goals:
1. Comprehensively document the incident
1. Develop an after-action report.
1. Conduct thorough lessons learned analysis.
1. Create an incident response improvement plan.
1. Present findings to executive stakeholders
The Incident Controller, in conjunction with the Governance Lead and TIRT, will conduct a post-mortem analysis addressing:
1. Root cause analysis
1. Financial impact assessment
1. Lessons learned and improvement opportunities
1. Updates to security controls and incident response procedures
External Resource Notifications
The Governance Lead, with Legal, will determine appropriate law enforcement and insurance notifications on an incident-by-incident basis based on federal, state, and local laws and regulations.
	Entity
	Contact Information

	Cyber Insurance Provider
	Provider: [INSURANCE COMPANY NAME]
Policy Number: [POLICY NUMBER]
Incident Hotline: [XXX-XXX-XXXX]
Email: [claims@provider.com]

	Law Enforcement
	FBI [Local Field Office]: [PHONE NUMBER]
State Police: [PHONE NUMBER]
Local Law Enforcement: [PHONE NUMBER]

	Regulatory Bodies
	[STATE HIGHER EDUCATION AUTHORITY]: [CONTACT]
[ACCREDITATION BODY if applicable]: [CONTACT]
[OTHER REGULATORY AGENCIES]: [CONTACT]

	[ADD MORE AS NEEDED]
	

	CUSTOMIZATION REQUIRED - External Notifications
Document all required notification contacts:
1. Cyber insurance: Provider name, policy number, 24/7 hotline
1. Law enforcement: FBI field office, state police, local police
1. State agencies: Higher education authority, attorney general.
1. Federal agencies: If applicable (e.g., DoE for research data)
Consult legal counsel to ensure all mandatory reporting requirements are captured


Program Management
Training and Education
The ability to respond effectively to security incidents is a learned skill. [INSTITUTION NAME] will provide regular training for all incident responders and managers. Training will include:
1. Annual review of this CIRP for all TIRT members
1. Tabletop exercises simulating various incident scenarios.
1. Technical training in forensics tools and techniques
1. Communication and coordination exercises with executive leadership
Plan Testing
This SIRP describes the ideal response to security incidents. To remain effective, the plan requires regular testing and improvement. [INSTITUTION NAME] will conduct:
1. Annual tabletop exercises involving PIRT and executive leadership.
1. Biennial full-scale incident response simulations
1. Testing of technical capabilities (backups, failover, isolation procedures)
Ownership and Review
This document is owned by the [INSTITUTION NAME] [INFORMATION SECURITY OFFICE/TITLE].
This document shall be reviewed on an annual basis.
Changes to this document shall be in accordance with [INSTITUTIONAL POLICY REFERENCE].












APPENDIX: Technical Response Team Checklist
Quick Reference for IT Staff During Active Incidents

	CUSTOMIZATION REQUIRED – Appendices

Appendices improve incident response effectiveness by reducing cognitive load during high-stress situations and providing immediate tactical guidance for common scenarios. Role-specific checklists ensure critical steps are not overlooked during initial response phases when decisions have greatest impact on incident scope and duration. Event-specific procedures for high-frequency incidents (phishing, ransomware, zero-day vulnerabilities) enable responders to act immediately without extrapolating from general frameworks.

Recommended Appendices include:
Role-Specific Checklists:
· Technical Response Team: operational checklist
· Governance Lead: notification and compliance checklist
· Communications Team: public notification checklist
High-Frequency Event Procedures:
· Phishing campaigns (credential harvesting, malicious attachments)
· Ransomware incidents (crypto-ransomware, data extortion)
· Zero-day vulnerabilities
· Compromised credentials and account takeovers
Regulatory and Legal References:
· FERPA breach notification requirements
· State data breach notification law matrix.
· Cyber insurance activation procedures

Each appendix should be 1-3 pages, actionable, and independently maintained to enable rapid updates as threats evolve.





PHASE 1: DETECTION
1. Verify security event is not a false positive.
1. Document initial indicators: affected systems, users, timestamps, alerts.
1. Create/update incident ticket with known details.
1. Notify TIRT members of validated security event.
1. Preserve relevant logs from affected systems.
PHASE 2: TRIAGE & INCIDENT DESIGNATION
1. Assess scope: How many systems/users/networks affected?
1. Assess impact: Potential for operational, financial, legal, reputational loss?
1. Check for indicators of data compromise or exfiltration.
1. Document findings in centralized location (Teams/CYGNVS)
1. Check for ransomware indicators (encrypted files, ransom notes)
1. Review of recent authentication logs for suspicious login patterns
1. Identify critical systems/data that may be at risk.
PHASE 3: CONTAINMENT
1. Disable compromised accounts immediately.
1. Force password resets for affected accounts.
1. Rotate cryptographic keys if compromised.
1. Implement firewall rules/ACLs to block malicious IPs/domains.
1. Isolate affected systems (pull from network WITHOUT shutting down)
1. Move isolated systems to quarantine network segment.
1. Initiate failover services if critical systems affected.
1. Monitor network traffic for suspicious activity.
1. Document all containment actions with timestamps.
1. Capture network traffic (PCAP) from affected segments if available.
1. Review firewall/proxy logs for connections to malicious IPs/domains.
PHASE 4: ANALYSIS & EVIDENCE COLLECTION
1. Collect system, security, and event logs from all affected assets.
1. Generate checksums of log files for chain of custody.
1. Document all indicators of compromise (IOCs)
1. Develop incident timeline (initial compromise → current state)
1. Identify 'Patient Zero' - first compromised system/account.
1. List of all affected systems, users, and data assets
1. Preserve evidence per chain of custody requirements.
1. Coordinate with DFIR vendor (if engaged)
1. Check for lateral movement (RDP, PSExec, WMI activity)
1. Review scheduled tasks, startup items, and service configurations.
1. Analyze email headers and attachments if phishing suspected.
PHASE 5: ERADICATION
1. Verify containment was successful (no further spread)
1. Identify last known clean backup prior to compromise.
1. Remove malware, backdoors, persistence mechanisms.
1. Perform data erasure of compromised systems.
1. Validate complete scope - scan for hidden compromises.
1. Verify all backdoors removed through secondary scanning.
1. Check for additional compromised credentials in memory dumps.
1. Update EDR/antivirus signatures with incident-specific IOCs.
PHASE 6: RECOVERY
1. Establish clean, isolated staging environment.
1. Rebuild affected systems from clean backups/base images.
1. Apply all security patches and hardening.
1. Implement enhanced monitoring for IOCs.
1. Test system functionality before production.
1. Orchestrate phased return to production.
1. Monitor for reinfection or similar IOCs.
PHASE 7: CLOSURE
1. Complete incident documentation and evidence inventory
1. Contribute to after-action report.
1. Participate in lessons learned session.
1. Update security controls based on findings.
1. Close incident tickets
Print and keep accessible for quick reference during incidents.

Related Controls and References
1. NIST SP 800-61 Rev 2: Computer Security Incident Handling Guide
1. NIST SP 800-86: Guide to Integrating Forensic Techniques into Incident Response
1. [INSTITUTIONAL INFORMATION SECURITY POLICY]
1. [INSTITUTIONAL DATA CLASSIFICATION POLICY]
1. [INSTITUTIONAL EMERGENCY RESPONSE PLAN]
1. [ADD OTHER RELEVANT INSTITUTIONAL POLICIES]
Document Properties
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Document Approvals
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	[TITLE - e.g., CIO]
	[DATE]
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TEMPLATE CUSTOMIZATION CHECKLIST
	FINAL TEMPLATE CUSTOMIZATION CHECKLIST
Complete this checklist before finalizing your incident response plan. Check each item as you complete it. Delete this entire page when finished.
GENERAL INFORMATION
1. ☐ All instances of [INSTITUTION NAME] replaced with your institution name
1. ☐ All instances of [INSTITUTION ACRONYM] replaced
1. ☐ Document properties table completed (version, dates, owner)
1. ☐ Document approvals table completed with names, titles, dates
ROLES AND RESPONSIBILITIES
1. ☐ PIRT member table completed with names, titles, roles
1. ☐ Contact information added for all PIRT members
1. ☐ Executive leadership table completed
1. ☐ Governance Lead section personalized with specific name
1. ☐ Incident Controller section personalized with specific name
THIRD-PARTY RESOURCES
1. ☐ DFIR vendor information completed (or documented as TBD)
1. ☐ Legal counsel information completed
1. ☐ Cyber insurance details completed (provider, policy, hotline)
TECHNICAL DETAILS
1. ☐ Scope section updated with specific systems and infrastructure
1. ☐ Detection section customized with reporting channels
1. ☐ Technology references updated (ticketing system, security tools)
1. ☐ Communication platforms specified (Teams, Zoom, etc.)
EXTERNAL NOTIFICATIONS
1. ☐ Law enforcement contacts updated for your jurisdiction
1. ☐ Regulatory body contacts completed
1. ☐ State/system reporting requirements documented
POLICY REFERENCES
1. ☐ Related institutional policies referenced
1. ☐ Applicable standards/regulations specified
1. ☐ Emergency response plan cross-reference updated
FINAL REVIEW
1. ☐ All [BRACKETS] removed from document
1. ☐ All instruction boxes (orange/yellow shaded tables) deleted
1. ☐ Document reviewed by IT leadership
1. ☐ Document reviewed by legal counsel
1. ☐ Document reviewed by executive leadership
1. ☐ Appropriate approvals obtained
1. ☐ This checklist page deleted from final document
Once all items are checked, delete this entire page and you are ready to go!



